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Set Up Administration Permissions

You can control access to Revit Server Administrator by configuring user or group level permissions in Internet Information
Service (IIS) Manager, forcing users to log in and authenticate beforehand.

- Install Basic Authentication, Windows Authentication and URL Authorization under the Web Server role.
o Launch the Add roles and features from Server Manager.

[ Server Manager - O X

4« DaSthaf‘d F Manage Tools View Help

WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
o . “ Configure this local server
g File and Storage Services b

1S QUICK START m
2 A s and features

3 Add other servers to manage

WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS v
- Select Role-based or feature-based installation.
[ Add Roles and Features Wizard - ] X
Select installation type R

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : R i
machine, or on an offline virtual hard disk (VHD).

Installation Type

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous NS > Install Cancel
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- Select destination server.

[m] X

Fﬁ Add Roles and Features Wizard

DESTINATION SERVER
Server01

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

Server Roles

Features

[ (®) Select a server from the server pool I

() Select a virtual hard disk

Server Pool
Filter:
Name IP Address Operating System
er) 9 8 050 d 0 dard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | >

Install

‘ | Cancel

- Select Basic Authentication, Windows Authentication and URL Authorization by:

o

Expanding Web Server (IIS) >> Web Server >> Security

&=, Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Features

Confirmation

‘ www.cadline.co.uk

Select one or more roles to install on the selected server,

Roles

L PMeRIL LSRR S TS ~
[ Volume Activation Services
4 [W] Web Server (1IS) (18 of 43 installed)
4 [W] Web Server (14 of 34 installed)
I [M] Commaon HTTP Features {4 of 6 installed)
I [m] Health and Diagnostics (1 of 6 installed)
I [M] Performance (1 of 2 installed)
4 [m] Securlty (1 of9|nstalled)
R: t Fi

Icate Support

I:l Client Certificate Mapping Authenticatic

[] Digest Authentication

D 1IS Client Certificate Mapping Authentic
[ | IP and Domain Restrictions

] URL Authorization

indows Authentication|

O X

DESTINATION SERVER
Server)l

Description

Windows authentication is a low
cost authentication solution for
internal Web sites. This
authentication scheme allows
administrators in a Windows domain
to take advantage of the domain
infrastructure for authenticating
users, Do not use Windows
authentication if users who must be
authenticated access your Web site
from behind firewalls and proxy
servers.

< Previous

Install ‘ | Cancel
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- Click Next to complete wizard and then finally Install.

f=, Add Roles and Features Wizard — O X
Confirm installation selections T et

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
Confirmation Web Server {IIS)
Web Server
Security
Basic Authentication

Windows Authentication

URL Authorization

Export configuration settings
Specify an alternate source path

< Previous. | ‘ Next > ‘ Ell Cancel

- Launch lIS Manager.

[%a Server Manager

| Iy Manage 1 ols View Help

Component Services

<« Dashboard

Computer Management

WELCOME TO SERVER MANAGER
Defigmentand Optmie ives

i Local Server Disk Cleanup
ii All Servers C f h | Event Viewer
ii File and Storage Services b on |9U re t IS l0Ca Ilntemet Information Services (IIS) Manager I
- iSCSI Initiator
® IS QUICK START

2 Addroles and featur|{ e Secuiy Poliy

Microsoft Azure Services

3 Add Other servers tol ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
4 Create a server grou Performance Monitor

Print Management

5 Connect this server t Resource Mornitor

Services

WHAT'S NEW

LEARN MORE System Configuration

System Information
Task Scheduler

T P e L A e Rl

ROLES AND SERVER GROUPS

- Inthe IS Manager, expand the tree node corresponding to the name of the server, then Sites >> Default Web Site and
select the RevitServerAdmin node.
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‘5 Internet Information Services (IIS) Manager - m} X
(& i1 SERVEROI » Sites » DefaultWebSite » RevitServerAdmin2019 » | & = @ -
File View Help
FEEICI | RevitServerAdmin2019 Home B o
Mo & plore
""3 Start Page Edit Permissions.
Filter: ~ W Go ~ Show All | G by: i
« €2 SERVERDT (SERVEROT\Administrator) | _ o~ EyShow a5 =
! o Basic Settings...
Q Application Pools ASP.NET A A =
v 8] Sites o ,‘5 e “‘P,»,\ Manage Virtual Directory [~/
) Default Web Site ﬂ N\~ 0 P;\ w2 Browse Virtual Directory
b 3 AdminService2019 NET NET NET Error NET .MNET Profile .NET Roles E Browse *:20 (http)
5 7] aspnet_client Authorizat.. Compilation Pages  Globalization -
3 [P LocalService2019 - . Edit Virtual Directory
: [y i =N LER ‘;ah| ﬁ Advanced Settings...
MET Trust  .NET Users  Application Connection Machine Key Pages and @ Help
e Levels Settings Strings Controls
‘ >, @
® &
Providers  Session State SMTP E-mail
s ~
2 & g e
Q= L] 3
. 5| [ Festres View J Cortent view
Ready ‘i:i
- Inthe lIS Features View pane, double click the Authentication icon.
?a[nternet Information Services (IIS) Manager
&« > ‘i] » SERVERO1 » Sites » Default Web Site » RevitServerAdmin2019 »
File View Help
Q-2 e | RevitServerAdmin2019 Home S
T E o, pen Feature
'qa Start Page |
: ilter: ~ %W Go ~ . B4 Explore
« 93 SERVERD! (SERVEROT\Administrator) | _ 1" o = Show All | Group by: g d ..
o Edit Permissions...
Q Application Pocls 2
-[@] Sites IS N Basic Settings...
v % Default Web Site 5 R N Manage Virtual Directory (A
> (@ AdminService2019 \g
- X in @ Browse Virtual Directory
» ‘—‘; aspnet'dl.el'lt ASP Authenticati Cal Compression  Default Directory Browse *:80 (http)
> -EP LocalService2019 on Document  Browsing —
> 3 ModelService2019 Edit Virtual Directory
? <+ RevitServerAdmin2019 “??‘ € % F]F "%H Advanced Settings...
> [P RevitServerAdminRESTSe ng — &
Error Pages Handler HTTP Legging  MIME Types  Modules @ Help
Mappings Respon...
e N
= 5 &
Output Request 551 Settings
Caching Filtering
Management ~
= v
Ready %

- Change so that Basic Authentication and Windows Authentication are set to Enabled and Anonymous Authentication is
set to Disabled.
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"5 Internet Information Services (IIS) Manager - O X
[ |ij » SERVEROT » Sites » Default WebSite » RevitServerAdmin2019 » \ & @
File View Help
Qb2 o Authentication /able
ga Start Page N Group by: No Grouping . P Edit...
w &3 SERVERO1 (SERVERO1\Administrator) @ Hel
H Q Application Pools Name Status Response Type P
w (@) Sites |Anonymous Authentication Disabled |
v @ Default Web Site ASP.NET Impersonation Disabled
> 3 AdminService2019 |Basic Authentication Enabled | HTTP 401 Challenge
> <[] aspnet_client Forms Authentication Disabled HTTP 302 Login/Redirect
> [ LocalSenvice2019 [Windows Authentication Enabled | HTTP 401 Challenge
> [ ModelService2019
> | RevitServerAdmin2019
> [P RevitServerAdminRESTSe
" 5| [ FesturesView G Content View
Configuration: 'localhost’ applicationHost.config, <location path="Default Web Site/RevitServerAdmin2019"> qi:g
- Re-select the RevitServerAdmin node and double click the Authorization Rules icon.
@5 Internet Information Services (IIS) Manager - O X
(& 1> SERVEROI » Sites » DefaultWebSite » RevitServerAdmin2019 » |&@ < @ -
File View Help
- | RevitS Admin2019 H .
- evitServerAdmin201 ome
ea' H | & L‘J Open Feature
..\dy Start Page |
: ilter: - W - " ) Explore
+ €5 SERVEROT (SERVEROT\Administrator) L= Go_~ (g Show All | Group by: g ||® o
: o Edit Permissions...
2} Application Pools 2
v (@] Sites IS N Basic Settings...
v 3 Default Web Site . \ - . Manage Virtual Directory  (~
> -[# AdminService2019 L) &ﬁ .-g cG1 @ =
N [ aspnet_client 3 @ Browse Virtual Directory
: o ASP Authentic... ;AuthOfizatio cal Compression  Default Browse *:80 (http)
> [P LocalService2019 n Rules Document e
5 [ ModelService2019 " ) - Edit Virtual Directory
I(ﬁ.#—_ﬂ E J_’jg Advanced Settings...
> RevitServerAdminREST5e _'
Directory  ErrorPages  Handler HTTP Logging  MIME Types @ Help
Browsing Mappings Respon...
i oy o=
Ll F = %
Modules Output Request  SSL Settings
Caching Filtering
Management ~
(== h
Ready 4

- Inthe Authorization Rules pane, select and remove the All Users rule to restrict access to all users.
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@ Internet Information Services (IIS) Manager - m} X
l« = |£ﬂ » SERVERO1 » Sites » Default Web Site » RevitServerAdmin2019 » ‘@ s @ @v

File View Help

: | Authorization Rul
= utnorization rules
Q- |78 L‘—J @ This feature configures IIS
authorization rules. To learn
- Start Page Use this feature to specify rules for authorizing users to access websites and more about how to

v qﬂ SERVERO1 (SERVEROT\Administrator)

") o applications. configure authorization rules
it Application Pools for ASP.NET, click here.
v .[&] Sites Mode Users Roles Verbs Entr.
v ) Default Web Site | Allow All Users 1 Inhe | | Actions
> <[ AdminService2019 Add Allow Rule...
> - aspnet_ch»ent Add Deny Rule...
> 3 LocalService2019 ;
> [ ModelService2019 Ny Edit.
> -z RevitServerAdmin2019 nove
> [ RevitServerAdminRESTSe Rt o
Users
Roles
@ Help
£ >
z 5| [ Features View] 5 ContentView
Configuration: 'Default Web Site/RevitServerAdmin2019' web.config €.

- Inthe Add Allowed Authorization Rule dialog, select either Specified roles or user groups or Specified users and enter
the role/group or user.

cﬂlntemet Information Services (IIS) Manager - m} X
/(: - o0 » SERVERD] b Sites p Pofminitichca oo 5@ -
Add Allow Authorization Rule ? X

File View Help
Connections Allow access to this Web content to: Alerts
@- | & O All users @ This feature configures lIS
o 5 G:i Start Page O All anonymous users authFri:aticn rules. To learn
v €3 SERVERO1 (SERVERDT\Administrator) & ot
o - configure authorization rules
2 Application Pools (®) Specified roles or user groups: for ASP.NET. click here.
-[@] Sites ntr :
v 0 Default Web Site [administrator | w | | Actions

> 3 AdminService2019 Example: Administrators .m\lcw Rule...

> [ App_Data . ]

A — =7 3 Add Deny Rule...

5 [ aspnet_client O Specified users: b

> (@ LocalService2019 | | Related Features

> [P ModelService2019 Users

> s RevitServerAdmin2019 Ezmpl e, s Roles

» [ RevitServerAdminRESTSe [ Apply this rule to specific verbs: ® Hep

Example: GET, POST
i EK | Cancel >

< 3| [[E] Features View [ Content View
Configuration: 'Default Web Site/RevitServerAdmin2019' web.config ‘a 7

- Close the IIS Manager.
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- Now when you open the Revit Server Administration Console and a user is not a member of the administrators group it
will prompt for a username and password.

e £ %[0 wmet

Windows Security X

iexplore

Connecting to Server01.

6 ’ administrator |

9

Domain:

D Remember my credentials

K Cancel

- Entering an administrators user credentials will then open the Revit Server Admin Console.

e )[R hitp//serverdl/RevitServerAdmin2019/ FilesPage £ - &R Revit Server Administrator ‘ ‘

AUTODESK" REVIT° SERVER ADMINISTRATOR 2019

[ L | server01
Roles: Host, Accelerator, Admin
|@ server01 | Last updated: 16/04/2019 17:20:16

Date Created: 16/04/2019 16:53:00
Number of models: 0

Number of folders: 0

Size of models: --

&2 Press Ctrl+Shift+F5 or click here to refresh
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