¢~ White Paper

Reference: October 2017
Guide by Mark Lavers

Page 10of 3

Using Sophos Enterprise Web Control Feature

To Enable the Web Control feature, open the Sophos Enterprise Console:

- Expand the Web Control Policy.
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- Right click on the Default policy to View / Edit.

1+ Levice control

-(Z) Tamper protection = AW-PLM14 Same as policy
) Web control e AW-PLM15 Same as pelicy
™ e AW-PLM16 Awaiting policy tr

Create Policy Sarmne as policy

Rename Policy Same as policy
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Duplicate Policy RSy
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I View/Edit Policy... I Awaiting policy tr
T -
Delete Policy Same as policy
View Groups Using Policy... Same as policy

Same as policy

Reset Policy to Factory Defaults Same as policy

Same as policy

= AW-PLMLAPDS Same as policy
B AWPLM-MASTER Same as policy
<
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- Select the option to Enable web control and then choose whether to Block, Allow or Warn against
the categories.

General |Wel:|s'rte Exceptions |

Enable web confrol

Select policy type:
(@) Inappropriate Website Control

1 FullWeb Control

— Setlings
Select an action to take for each of the following categories:

Websile Category
Adult'Sexually Explicit

Alcohol & Tobacco
Anonymizer Proxies
Crriminal Activity
Gambling

Hacking

lllegal Drugs
Intolerance & Hate
Phishing & Fraud
Spam URLs
Spyware

Tasteless & Offensive

Violence

Weapons
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- Once applied, confirm the policy changes to your groups.

The policy "Default™ is assigned to these groups:

\Laptops
\Servers
Waorkstations

These contain a total of 27 computers, Do you want to continue?

[ Do not show this dislog again

- The Enterprise console will then transfer the new policy to the endpoints.
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